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2      Latest from 4Cambridge

IT Security - YOU are the 
weakest link!

Welcome to the 4Cambridge newsletter. This edition 
covers IT security awareness, the end for Windows 7 
and Windows Server 2008 support from Microsoft, 
and why patch management is such an important 
part of our IT support packages. 

We also have a case study from Clarion UK, a 
fantastic sign language interpreting agency based 
just outside Cambridge.

4Cambridge are now fully settled in to our Milton 
offices following our move last year. If you would like 
to see our home and haven’t had chance yet, please 

ask and we’d be happy to show you around and 
introduce you to the team.

The offices have given us a great base to grow, and 
we’re continuing to take on new clients and increase 
our range of offerings. Please pass on our details to 
any other businesses who you think would benefit 
from our expertise - spread the word and let them 
know about us!

Enjoy the newsletter and let us have your feedback.

Jon Stanton - Director

Computer security has become increasingly more 
efficient and stronger, but there remains one 
constant weak link that can always be used to 
expose your networks. It is you – the human sat in 
front of the screen.

With encryption, strong passwords and two factor 
authentication, IT security has never been better. 
So hackers are now taking a different approach 
to getting into systems, and targeting the people 
who use the computers. The influx of spam email 
has been around for years, but more recently this 
has become increasingly sophisticated and more 
targeted. The emails from a Nigerian Prince are 
not likely to draw you in, but an email that looks 
like it comes from your boss telling you to transfer 
money to a new supplier may be more convincing. 
These “spear phishing” emails make use of publicly 
available information, such as the names of company 
directors, to put together realistic looking emails.

Training – get your defence in first

Despite the best efforts of spam filters, some of 
these emails will get through to your staff. So to 
protect the business you need to improve how your 

employees respond to such requests. Education is 
key, and a regular program of training to help them 
understand the risks can make a huge difference. By 
doing training at regular intervals you re-enforce the 
message and encourage good behaviour, such as 
being suspicious of unexpected emails, checking the 
sender email address, and double checking unusual 
requests via phone (rather than replying to the 
suspicious email!).

4Cambridge have teamed up with KnowBe4, a 
leading security awareness programme, to help 
businesses educate their staff and make sure they 
are aware of the risks. This includes online security 
training, along with ethical phishing tests to ensure 
that the message is getting through. To find our 
more about the KnowBe4 Security Awareness 
programme and how it could help protect your 
business, call us on 01223 455 000. 
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14 January 2020 -  
a date for you diary
It may not seem like a special day, but 14 January 
2020 is a big day in the world of IT. That is because 
Microsoft will end its extended support for many of 
their most popular software packages on that date. 
The list of products affected includes Windows 
7, which is still as widely used as its successor 
Windows 10 (the less said about Windows 8 the 
better). This means that around half of the current 
Windows PCs around the world should be updated 
or replaced in the next year.

The main impact for organisations will be the lack 
of ongoing security patches, so once an exploit is 
discovered it will not be fixed in the unsupported 
software. The second notable impact is that other 
software providers will no longer support their 
software on these legacy systems.

Does it really matter?

We saw a few years ago how the end of support 
for Windows XP lead to a series of security issues, 
and was notably cited as a key factor in the NHS 
ransomware attacks in 2017. In that case, the 
WannaCry virus and it’s variants caused havoc with 
systems at hospitals across the country, and more 
than 300,000 computers affected worldwide.

On the server side, Windows Server 2008 and 2008 
R2 both end their extended support on 14 January 
2020. Again, these have been superseded by newer 
versions (including the recent Server 2019 release) 
but many organisations still rely on them for some 
or all of their servers. Changing a PC is relatively 
straightforward, but upgrading or replacing servers 
is a much bigger job and requires planning to ensure 

it is successful and minimizes the impact on users.

If your organisation is using any server packages 
that will end their support next year then you will 
need to start planning now.

You can check the support expiry dates for any of 
your Microsoft software on the Microsoft LifeCycle 
page. If you are not sure how you are affected, or 
would like to discuss options for upgrading your IT 
systems, then please contact 4Cambridge via the 
website contact form or call 01223 455 000.

Microsoft is ending Extended Support for the 
following products:

The ‘End of Life’ status means that Microsoft will 
no longer issue security updates for that software 
leaving your programs and data potentially 
vulnerable.

Application End of life

SQL Server 2008 SP4 9th July 2019

SQL Server 2008R2 SP3 9th July 2019

Windows 7 14th January 2020

Windows Server 2008 14th January 2020

Windows Server 2008R2 14th January 2020

Small Business Server 2011
(Windows Server 
2008/2008R2)

14th January 2020
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Patch  
Management -
the case for 
the defence
In December 2018 Adobe Flash, a free program 
installed on more than 1 billion computers, was 
found to have a critical vulnerability that could 
allow hackers to take control of computers and run 
files on them. This was the third major vulnerability 
in this software in the last year, following previous 
issues that had been used to target users around 
the world.

So how do you minimise the risk to your 
computer getting hacked?

Most computers run a mix of free software alongside 
their paid software, from Adobe’s Acrobat Reader 
and Apple’s iTunes to browsers such as Google 
Chrome and Mozilla Firefox.

These free tools are designed to make life easy for 
everyone, allowing documents to be easily shared 
and web sites to include complex imagery without 
the need for users to purchase expensive software.

The problem is that, because they are widely used, 
any security issues in the software can be exploited 
on a large number of computers. This makes them 
a prime target for hackers, who often specifically 
attack these packages and their known weaknesses.

The companies who produce the software issue 
regular patches to fix their security issues, but not 
everyone installs these updates in a timely manner. 
It then becomes a race between the hackers and 
computer users, to see if the computers can be 
patched before they are attacked.

Defend yourself with Central patch 
management

Installing the latest patches is therefore important to 
protect machines from being infected. The various 
nagging pop ups from the different packages should 
not be ignored. For businesses, this process can be 
simplified by centrally managing patch updates for 
all their machines. This allows an IT administrator 
to view the vulnerabilities on all the machines 
in their network, and then push out the patches 
automatically without the end user needing to do 
anything.

Centralised patch management is a key component 
of the Cyber security strategy for any business. 
It reduces the risk of data being exposed or 
lost to malware from hackers. That’s why patch 
management is included for all 4Cambridge clients 
on full monthly IT support contracts.
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Clarion are the UK’s leading British Sign Language 
(BSL) interpreting agency. Their vision is that every 
deaf person gets the best interpreting, support and 
employment services in the right place, at the right 
time, throughout life.

The Clarion IT network includes a mix of on-premise 
and Azure-hosted servers, as well as Office 365 
solutions for email and collaboration. Clarion were 
looking for a responsive, reliable IT Partner who 
could provide appropriate support and advice, and 
after a review process selected 4Cambridge to help 
them.

4Cambridge now provides a full IT Support service 
for Clarion that includes proactive remote network 
management and monitoring, and IT helpdesk 
support for all their users. Most of the support is 
done remotely via telephone and “screen sharing” 
technology, but site visits are also included when 
required. The proactive support includes patch 
management, and checks on backups, antivirus and 

other routine services to keep the systems secure 
and prevent problems occurring.

Cyber Security and data protection are important 
to Clarion, as they hold sensitive personal data 
relating to their clients. 4Cambridge have helped 
and advised them on this, enabling them to put 
appropriate protection in place to protect the data 
they hold.

As Clarion’s IT Partner 4Cambridge have also 
worked on other projects, including assisting with 
the setup of a remote office for one of Clarion’s 
teams, and reviewing Azure subscriptions to identify 
cost savings without impacting on performance.

 We quickly formed a good working   
 relationship with 4Cambridge. They have 
taken the time to understand how we operate and 
what we need from our IT systems. Their advice 
has been invaluable, and we have confidence and 
trust in our IT systems knowing that 4Cambridge 
are there to support and manage them.”

John Arthur | FD, Clarion

 Can I just say how friendly, flexible and   
 professional the 4Cambridge helpdesk 
team are – with an instant response that fixed 
my problems.  There are light years of difference 
between 4Cambridge and our previous IT support 
company.”

Sally Chalk

Case Study: Clarion UK

www.clarion-uk.com

http://www.clarion-uk.com
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For General Information Purposes only
Please note that this brochure is not intended to give specific technical advice and it should not be construed as doing so. It is designed merely to alert clients to some issues. It is 
not intended to give exhaustive coverage of the topics. Professional advice should always be sought before action is either taken or refrained from as a result of information con-
tained herein.

4Cambridge have an eclectic mix of people in their team.  
This is best reflected in the music they listen to. Each 
team member has their current song of the moment, and 
this makes up the 4Cambridge Spring 2019 playlist.

Artist Title

Breaking Benjamin Forget it

Greatest Showman This is me

Jay Z & Beyonce Bonnie and Clyde

ABC Look of Love

George Ezra Shotgun

Arctic Monkeys The View From The Afternoon

Nightwish The Phantom Of The Opera

The Prodigy Firestarter


